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European e-Competence Framework (e-CF) in action  

Specification of dimension 4 – Identify relevant knowledge & skills – 
CEN technical experts agreed draft




         v1, 14th of December 2009

For circulation, discussion and further improvement in the CEN Workshop community 


Please provide your comments and feedback to the e-CF in action project leader Ms. Jutta Breyer
breyer@breyer-publico.eu by 12th of February 2010 at the latest. Thank you!

Introduction note
Dimension 4 provides the essential elements of knowledge and skills related to e-competences and is constructed from an employer’s perspective. The objective is to enable education and training institutions to work with short but precise e-competence components to revise or build curricula, syllabi, or learning programmes. 

The aim is not to restrict educational style or content by inflexible application of these descriptors, on the contrary, education providers are encouraged to develop materials compliant with their culture. In consequence e-CF dimension 4 defines a group of key phrases that provide guidance only and encourage avoidance of rigid or narrow content development.

Dimension 4 development considerations

· Knowledge and skills refer to Dimension 2. Identified knowledge and skills are not related to specific competence levels in dimension 3. Dimension 3 was only taken into consideration to verify applicability of knowledge and skills identified. 

· Performance levels have not been applied to knowledge and skills. To do so would create complexity and detail beyond the scope of a generic pan European framework. 

· At the top of the knowledge column, a selection of possible verbs is provided to support interpretation of the statements that follow. 
· Generic and context-oriented knowledge has been included where relevant. 

· In some cases the same knowledge/ skills are repeated for more than one e-competence, however, this approach is only taken when judged to be of important relevance to a specific competence descriptor.

European e-Competence Framework 1.0 – Dimension 4 – draft
	e-CF area
	e-competence
	KNOWLEDGE     knows/ masters/ understands/ is aware of…
	SKILLS          is able to…

	A. PLAN
	A.1. IS and Business Strategy Alignment 
	K1 business strategy concepts

K2 trends and possibilities of ICT internal or external developments to own company

K3 the potential and opportunities of relevant business models 

K4 the business aims and  organisational objectives 


	S1 analyse future developments in  business process and  technology application

S2 determine requirements for processes related to ICT services

S3 identify and analyses long term user/customer needs

S4 contribute to elaboration of information system and ICT strategy and policy

S5 contribute to the development of the business strategy

	
	A.2. Service Level Management
	K1  service level agreement documentation

K2  how to compare and interpret management data 

K3  the critical elements that form the metrics of service level agreements

K4  how service delivery infrastructures work

K5 impact of service level non - compliance  on business performance
	S1  analyse service provision records 

S2  evaluate service provision against  service level agreement 

S3  negotiate realistic service level targets 

S4 use relevant quality management techniques (e.g. pareto, six sigma ……….)

S5  anticipate and mitigate against potential service disruptions



	
	A.3. Business Plan Development
	K1 business plan elements and milestones

K2 the present and future market size and needs

K3 competition and SWOT analysis techniques  (for product features and also the external environment)

K4 value creation channels

K5 profitability elements
	S1 address and identify essential elements of product or solution value propositions 

S2 define the appropriate value creation channels 

S3 build a detailed SWOT analysis 

S4 generate short and long term performance  reports (e.g. financial, profitability, usage and value creation)

S5 identify main milestones of the plan 

	
	A.4.Specification Creation 
	K1  effective frameworks for project governance

K2  typical KPI (key performance indicators)
K3  basic decision-making methods


	S1 identify all potential targets for the product or project

S2 define the communication plan, identify key users and to create related documentation

S3  produce project and quality plans including milestones 

S4  ensure and manage adequate information for decision makers

S5  manage the change request process

	
	A.5. Systems Architecture
	K1 architecture frameworks and systems design tools 

K2 system modelling that includes/ makes use of “Use Cases”
K3 business process management and/ or workflow management concepts and systems

K4 the company’s enterprise architecture and internal standards

	S1 provide  expertise to help solve complex technical problems and ensures  best architecture solutions are implemented 

S2 conduct research of standard tools and technology to deliver the enterprise architecture guidelines and standards under supervision of a senior or principal architect

S3 understand the business objectives/divers that impact the architecture component (data, application, security, development, etc). 

S4 assist in communication of the  enterprise architecture and standards, principles and objectives to the application teams

S5 develop design patterns and models to assist  systems analysts in designing consistent applications                    

	
	A.6. Application Design
	K1 requirements modelling and need analysis techniques

K2 software developments methods and their rationale (e.g. prototyping, agile methods, reverse engineering, etc.)

K3 metrics related to application development 

K4 user interface design principles

K5 languages for formalising functional specification 

K6 existing applications and related architecture

K7 DBMS, Data Warehouse, DSS … etc
	S1 identify customers, users & stakeholders 

S2 collect, formalise and validate functional and no-functional requirements 

S3 apply estimation models and data to evaluate costs of different software lifecycle phases 

S4 evaluate the use of prototypes to support requirements validation 

S5 design, organise and monitor the overall plan for the design of application 

S6 design functional specification starting from defined requirements 

S7 evaluate the suitability of different application development methods for the current scenario

	
	A.7. Technology Watching
	K1 emerging technologies and the relevant market applications

K2 market  needs 

K3 relevant sources of information (e.g. magazines, conferences and events, news letters, opinion leaders, etc.)


	S1 monitor sources of information and  continuously follow the most promising 

S2 identify vendors and providers of the most promising solutions; evaluates, justifies and proposes the best.

S3 identify business advantages and improvements adopting emerging technologies

S4 create a proof of concept

	B. BUILD
	B.1. Design and Development
	K1 appropriate software programs/ modules, DBMS, hardware components, tools and hardware architectures

K2 . system  and testing methodologies 

K3 . functional & technical designing

K4 state of the art technologies (e.g. currently cloud computing, SOA, parallel processing, server  etc.)

K5 programming languages

	S1 explain and communicate the design/development to the customer

S2 perform and evaluate test activity results against product specifications  

S3  apply appropriate software and/or hardware architectures

S4 manage and guarantee high levels of cohesion in complex software development

S5 use data management tools (DBMS, Data Warehouse, DSS … etc)

	
	B.2. Systems Integration
	K1 old, existing and new hardware components/ software programs/ modules

K2 the impact  that system integration has on  existing system/ organisation  

K3 interfacing techniques  between modules, systems and components

K4 integration testing techniques


	S1 measure  system performance before, during and after  system integration

S2 document and record activities, problems and related repair activities

S3 match customers’ needs with existing products

S4 verify that integrated systems capabilities and efficiency match specifications

S5 secure/ back-up data to ensure integrity  during system integration


	
	B.3. Testing
	K1 techniques, infrastructure and tools to be used in the testing process

K2 the lifecycle of a testing process

K3 the different sorts of tests (functional, integration, performance, usability, stress etc.)

K4 national and international standards defining quality criteria for testing
	S1create and manage a test plan

S2 manage and evaluate the test process

S3 design tests of ICT systems

S4 prepare  and conduct tests of ICT systems

S5 report and document tests and results



	
	B.4. Solution Deployment
	K1 performance analysis techniques

K2 techniques related to problem managementi (operation, performance, compatibility)

K3 software packaging and distribution methods and techniques

K4 the impacts of deployment on the current architecture

K5 the technologies and standards to be used  during the deployment


	S1 organise deployment workflow and product roll-out activities

S2 organise and plan beta-test activities, testing solution in its final operational environment

S3 configure components at any level to guarantee correct overall interoperability

S4 identify and engage expertise levels needed to solve interoperability problems

S5 organise and control initial support service provision including user training during system start-up

S6 organise population of data bases and manages data migrations

	
	B.5. Technical Publications Development
	K1 tools for production of professional documents editing and distribution

K2 tools for multimedia presentation creation 

K3 different technical documents required for designing, developing and deploying products, applications and services
	S1 observe and deploy effective use of corporate standards for publications 

S2 prepare templates for shared publications 

S3 organise and control content management workflow

S4 keep publications aligned to the solution during the entire lifecycle

	C. RUN
	C.1. User Support  
	K1 relevant ICT User applications

K2 database structures and content organisation 

K3 corporate escalation procedures

K4 software distribution methods and procedures for fix application and 

file transmission methodologies applicable to software fixes

K5 sources of information for potential solutions
	S1 effectively interrogate users to establish symptoms 

S2 analyse symptoms to identify broad area of user error or technical failure

S3 deploy support tools to systematically trace source of error or technical failure 

S4 clearly communicate with end users and provides instructions on how to progress issues 

S5 record and code issues to support growth and integrity of online support tools 

	
	C.2. Change Support 
	K1 functional specifications of the information system

K2 the existing ICT application technical architecture

K3 how   business processes are integrated and their dependency upon ICT applications

K4 change management tools and techniques


	S1 share functional and technical specifications with ICT teams in charge of the maintenance and  evolution of ICT solutions

S2 manage communications with ICT teams in charge of the maintenance and the evolution of information systems solutions S3 analyse the impact of functional/technical changes on users

S4 anticipate all actions required to mitigate the impact of changes (training,  documentation, new processes…)

	
	C.3. Service Delivery
	K1 ICT service delivery performance level requirements.

K2 the best practices and standards in ICT service delivery.

K3 the risks of ICT service delivery failure and how to produce action plans to mitigate the effects 
K4 each service delivery process component and understands the interdependencies and effects on service delivery quality
	S1 design the procedures and documents  used in  ICT service delivery

S2 evaluate crucial information from service delivery agents and own organisation, to evaluate ICT service delivery quality

S3 define and evaluate the risks of poor ICT service delivery 



	
	C.4. Problem Management
	K1 the organisations overall ICT infrastructure  and key components 

K2 the organisations reporting  procedures

K3 the organisations critical situation escalation procedures 

K4 the application and availability of diagnostic tools

K5 the link between system infrastructure elements and impact of  failure on the related business
	S1 monitor progress of issues throughout lifecycle and communicate effectively 

S2 identify potential critical component failures and take action to mitigate effects of  failure

S3 conduct risk management audits and act to minimise exposures   

S4 allocate appropriate resources to maintenance activities, balancing cost and risk

S5 communicate at all levels to ensure appropriate resources are deployed internally or externally to minimise outages

	D. ENABLE
	D.1. Information Security Strategy Development
	K1 the potential and opportunities of relevant standards and best practices

K2 the impact of legal requirements on information security

K3 the information strategy of the organisation

K4  possible security threats 
	S1 develop and critically analyse the company strategy for information security

S2 define, present and promote an information security policy for approval by the senior management of the organisation

S3 apply relevant standards, best practices and legal requirements for information security

S4 anticipate required changes to the organisations information security strategy and formulate new plans

S5 propose effective contingency measures

	
	D.2. ICT Quality Strategy Development
	K1 the major information technology industry frameworks - COBIT, ITIL, CMMI, ISO - and their implications for corporate ICT governance

	S1 define an ICT quality policy to meet the organisations standards of performance and customer satisfaction objectives

S2 identify quality metrics to be used

	
	D.3. Education and Training Provision  
	K1 appropriate pedagogical approaches and education delivery methods e.g. classroom, online, text, dvd, …

K2 the competitive market for educational offering

K3 training needs analysis methodologies


	S1 organise training and education schedules to meet market needs 

S2 identify and maximise use of resources required to deliver a cost effective schedule

S3 promote and market education and training provision 

S4 analyse feedback data and use it to drive continuous improvement of education and training delivery 

S5 design curricula and training programmes to meet client ICT education needs    

	
	D.4. Purchasing
	K1 typical purchase contract Terms and conditions

K2 own organisation purchasing policies

K3 financial models e.g. discount structures

K4 the current  market for relevant products or services
K5 the issues and implications of outsourcing services
	S1 interpret product/service specifications

S2 negotiate terms, conditions and pricing

S3 analyse received proposals/ offers

S4 manage the purchasing budget 

S5 lead purchase process improvement



	
	D.5. Sales Proposal Development  
	K1 customer needs

K2 internally adopted sales and marketing techniques

K3 legal requirements

K4 internal business practices

K5 product or service unique selling points  


	S1 construct the framework for proposal  documentation

S2 co-ordinate and facilitate multidiscipline teams contributing to the proposal

S3 interpret the terms and conditions of  the  tender documentation

S4 evaluate the strengths and weaknesses of potential competitors

S5 ensure that a proposal is of  high quality and is submitted on time 

	
	D.6. Channel Management  
	K1 the competition (what and where)

K2 the market distribution across the field

K3 sales channel typologies (e.g. direct sales, VAR, web marketing)

K4 incentive policies 

K5 user experience of each channel type 


	S1 choose the best sales channel according to the product or solution being delivered

S2 define discounts according to the competitive environment

S3 plan contact and periodic visits to selected value added retailers

S4 monitor and supervise channel performances in line with sales forecast and able to define corrective actions if necessary

S5 apply web marketing methods

	
	D.7. Sales Management  
	K1 customer organisation (needs, budget allocation and decision makers)

K2 company specific processes (sales, ITIL, etc.) 

K3 market trends and own service offering portfolio 

K4 legal, financial and contractual rules

K5 project management procedures  
K6 current market imperatives e.g. risks, changes,  innovation 
	S1 develop strong co-operation between customers and own organisation

S2 report hints coming from the market, e.g. risks, changes, fields of innovation, to internal relevant business units, in order to improve service and product portfolio  
S3 react proactively to customer business changes and communicates them internally

S4 generate sustainable customer relationships

S5 analyse sales performance   to build forecasts and develop a tactical sales plan 


	
	D.8. Contract Management
	K1  service level agreements

K2 company policy  for contract management

K3 legal regulations applicable to ICT contracts
	S1 foster positive relationships with  suppliers and customers

S2 negotiate contract terms and conditions 

S3 apply judgement and  f flexibility in contract negotiations compliant with internal rules and policies

	E. MANAGE
	E.1. Forecast Development
	K1 market size and relevant fluctuations

K2 accessibility of market according to current conditions (e.g. government policies, emerging technologies, social and cultural trends, etc.)

K3 extended supply chain operation 

K4 large scale data analysis techniques (data mining)
	S1 apply what-if techniques to produce realistic outlooks

S2 generate sales forecasts in relation to current market share

S3 generate production forecasts taking into account  manufacturing capacity

S4 compare sales and production forecasts and highlight potential mismatches

S5 interpret external research data  and analyse information tothe benefit  of own organisation

	
	E.2. Project and Portfolio Management
	K1 a project methodology, including approaches to define project steps  and tools to set up action plans

K2 technologies to be implemented within the project

K3 company business strategy and business processes


	S1 identify project risks and define action plans to mitigate

S2 define a project plan by breaking it down into individual project tasks

S3 communicate  project progress to all relevant parties ireporting on topics such as  cost control, schedule achievements, quality control, risk avoidance and changes to project specifications

S4 delegate tasks and manage team member contributions appropriately

S5,manage external ,contracted resources to achieve project objectives

S6 optimise project portfolio timelines and delivery  objectives by achieving consensus on stakeholder priorities 

	
	E.3. Risk Management
	K1  corporate values and interests to apply risk analysis to

K2 the return on investment compared to risk avoidance

K3  good practices (methodologies) and standards in risk analysis 


	S1 develop risk management plan to identify required preventative actions

S2 communicate and promote the organisations risk analysis outcomes and risk management processes

S3 design and document the processes for risk analysis and  management

S4 apply mitigation and contingency actions

	
	E.4. Relationship Management
	K1 client or internal organisation processes including, decision making , budgets and management structure

K2 client business objectives. 

K3 own organisation business objectives

K4 how to measure and apply resources to meet customer requirements    

K5 customer challenges and risks
	S1 deploy an empathetic approach to understanding customer needs 

S2 identify potential ‘win win’ opportunities for client and own organisation

S3 establish realistic expectations to support development of mutual trust 

S4 regularly monitor ongoing commitments to ensure they are fulfilled 

S5 communicate good and bad news to  avoid surprises 

	
	E.5. Process Improvement
	K1 research methods, benchmarks and measurements methods 

K2 evaluation, design and implementation methodologies

K3 existing internal  processes 

K4 relevant  developments in ICT and the potential impact on processes 
	S1 compose, document and catalogue essential processes and procedures.

S2 propose process changes to facilitate and  rationalise improvements 

	
	E.6. ICT Quality Management
	K1 which methods, tools and procedure are applied within the organisation and where they should be applied

K2 the IS internal quality audit approach

	S1 illustrate how methods, tools and procedures can be applied to implement the organisations quality policy

S2 evaluate and analyse process steps to identify strengths and weaknesses
S3 assist t process owners in the choice and use of measures to evaluate effectiveness and efficiency  of the overall process

S4 monitor, understand and act upon quality indicators

S5 perform quality audits

	
	E.7. Business Change Management
	K1 the implications on business of new ICT solutions 

K2 the implications on organisation and human resources issues of new ICT solutions

K3 the impact of new ICT solutions on legal issues


	S1 analyse costs and benefits of implementing new ICT solutions 

S2 to select appropriate ICT solutions based upon  benefit, risks and overall impact

S3 construct and document a  plan for implementation of process enhancements

S4 apply project management standards and tools

	
	E.8. Information Security Management
	K1 the organisations  security management policy and its implications for engagement with customers, suppliers and subcontractors

K2 the best practices and standards in information security management .

K3 the critical risks for information security management


	S1 document  the  information security management policy, linking it  to  business  strategy 

S2 analyse the company critical assets and  identify  weaknesses  and vulnerability to intrusion or attack

S3 establish a risk management plan to feed and produce preventative action plans
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